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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on April 1 3, 2007. 
Claims 5, 8, 10, 17, 24, 27, 34 have been amended. Claims 1-42 are pending. 

Drawings 

2. In view of the amendment filed April 1 3, 2007, the Examiner withdraws the 
objection to the specification. 

Claim Objections 

3. In view of the amendment filed April 1 3, 2007, the Examiner withdraws the 
objection to claims 5, 10, 24 and 34. 

Claim Rejections - 35 USC §112 

4. In view of the amendment filed April 1 3, 2007, the Examiner withdraws the 
rejection of claims 8 and 27 under 35 U.S.C. 112. 

Response to Arguments 
5.. Applicant's arguments filed April 13, 2007 have been fully considered but they 
are not persuasive. In response to the arguments concerning the previously rejected 
claims, the following comments are made: 

The applicant argued that the combination of Robins with Twomey fails to 
describe or suggest "a security policy database cache including at least one primary 
table including signature values that indicate that a IPSec packet's security policy 
database (SPD) information may be in the cache and at least one secondary table 
including cache entries having a selector, flags security association (SA) information". 
The Examiner disagrees. Robins teaches a system and process for high speed pattern 
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matching for application level switching of data packets comprising a primary table A 
and a secondary table B, wherein the primary table entry contains an index to an entry 
in primary schedule table B. Robins teaches examining packet headers received and to 
determine whether the packet belongs to a known flow and to provide instructions 
accordingly for appropriate scheduling. The packet header entering is pre-processed by 
the hash preprocessor and compared by the Hash Lookup Engine (HLE) and if no 
match is found in the cache the HLE will look to the entire table stored in SRAM. (col. 2, 
line 57-col. 3, line 15; col. 7, lines 8-38; col. 19, line 29-col. 66, line 18; col. 21, lines 20- 
61) Twomey teaches a security processor with a security association (SA) cache and an 
encryption/decryption engine. The SA cache may be configured to store various security 
association parameters for use in decryption/encrypting packets. The SAs stored in the 
SA cache may be read from a security association database (SAD) stored in the 
memory which may also be storing a security policy database (SPD). (page 3, 
paragraph 33) 

In response to applicant's argument that there is no suggestion to combine the 
references, the examiner recognizes that obviousness can only be established by 
combining or modifying the teachings of the prior art to produce the claimed invention 
where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in 
the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988)and In re 
Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, Robins teaches a 
system and process for high speed pattern matching for application level switching of 



Application/Control Number: 10/618,576 
Art Unit: 2137 



Page 4 



data packets. Twomey teaches a packet processing system and handling packet traffic 
according to IPSec standards using a security association stored in SA cache with 
Security Policy Database (SPD). It would have been obvious to one ordinary skill in the 
art at the time the invention was made to modify the method disclosed by Robins with 
Twomey in order to store various security association parameters for use in processing 
packets, (page 3, paragraph 33) In addition, it is well known in the art cache is a 
memory area where frequently accessed data can be stored for rapid access. 
Therefore, all the previous rejections are maintained. 

Specification 

6. The disclosure is objected to because of the following informalities: Some of the 
informalities are the Background of the Invention should have two parts Field of the 
Invention and Description of the Related Art; Brief Summary of the Invention must be 
included. Examiner suggests checking the disclosure against the complete list given in 
the previous Office Action. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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8. Claims 1-41 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Robins etal. (hereinafter Robins) U.S. Patent 6,430,184 in view of Twomey U.S. 
Publication 2003/0131228. 
As per claims 1,17 and 27: 

Robins teaches a method comprises: 

producing a signature of a packet and at least first and second indexes into 
corresponding first and second primary table; (col. 2, line 57-col. 3, line 15; col. 7, lines 
8-38; col. 19, line 29-col. 20, line 66; col. 21, lines 20-61) 

reading contents of a bucket from a first one of the primary tables and a bucket 
from a second one of the primary tables to determine whether either of the buckets 
have contents that match to the produced signature; (col. 2, line 57-col. 3, line 15; col. 
7, lines 8-38; col. 19, line 29-col. 20, line 66; col. 21, lines 20-61) and 

for a match, determining if a selector in an entry in a secondary table matches a 
selector of the packet; and if a match processing according to an operation indicated by 
the entry, (col. 2, line 57-col. 3, line 15; col. 7, lines 8-38; col. 19, line 29-col. 66, line 18; 
col. 21, lines 20-61) 

Robins does not explicitly disclose a security policy database cache. Twomey in 
analogous art, however, discloses a security policy database cache, (page 3, 
paragraphs 33-34; page 4, paragraphs 41-44 ; page 5, pargraph 52; page 7, 
paragraphs 73-76). It would have been obvious to one ordinary skill in the art at the time 
the invention was made to modify the method disclosed by Robins with Twomey in 



Application/Control Number: 10/618,576 Page 6 

Art Unit: 2137 

order to store various security association parameters for use in processing packets, 
(page 3, paragraph 33) 
As per claims 2: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein the at least one primary 
table resides in DRAM. (col. 7, lines 8-38; col. 19, line 29-col. 20, line 66; col. 21, lines 
20-61) 

As per claims 3 and 39-40: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein the at least one 
secondary table resides in SDRAM, (col. 7, lines 8-38; col. 19, line 29-col. 20, line 18; 
col. 66, lines 20-61) 
As per claims 4-5 and 41 : 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein at least one primary 
table and the at least one secondary table resides in the same memory, (col. 7, lines 8- 
38; col. 19, line 29-col. 20, line 66; col. 21, lines 20-61) 
As per claim 6: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein the at least one primary 
table is divided into a plurality of buckets and each bucket is subdivided into bins. (col. 
19, line 60-col. 20, line 66) 
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As per claim 7: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein the cache has a one-to- 
one correlation between the at least one primary table location and the at least one 
secondary table, (col. 7, lines 8-38; col. 19, line 29-col. 20, line 66; col. 21, lines 20-61) 
As per claims 8 and 29: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Twomey further discloses wherein the signature index for 
the first primary table is produced using an IP selector and either a hardware hash unit 
or a software hashing algorithm, (page 4, paragraph 44) 
As per claims 9, 19-20 and 30: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Twomey further discloses wherein the IP selector can be 
either IPv4 or IPv6 and includes IP destination, IP source, IP protocol, IP source port, IP 
destination port, (page 4, paragraphs 41 and 44) 
As per claims 10 and 14: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein when the at least one 
primary table is searched for a matching signature to a packet, and if no matching 
signature is found, the at least one secondary table is not accessed, (col. 7, lines 8-38; 
col. 19, line 29-col. 20, line 66) 
As per claims 11-12, 15-16, 26 and 36: 
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The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein when the at least one 
primary table is searched for a matching signature to a packet, and a matching 
signature is found, the at least one secondary table is accessed, (col. 7, lines 8-38; col. 
19, line 29-col. 20, line 18) 
As per claim 13: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein the at least one primary 
table is a first one of a plurality of primary tables and the at least one secondary table is 
a first one of a plurality of secondary tables, (col. 2, line 57-col. 3, line 15; col. 7, lines 8- 
38; col. 19, line 29-col. 20, line 66; col. 21, lines 20-61) 
As per claims 18 and 28: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein processing comprises, 
processing the packet by reading flags for the packet entry to process the packet 
according to the flags, (col. 18, lines 1-44; col. 19, line 29-col. 20, line 66) 
As per claims 21 and 31 : 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein the packets are 
incoming packets. (Abstract) 
As per claims 22 and 32: 
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The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein the packets are outgoing 
packets. (Abstract) 
As per claims 23 and 33: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein an entry is added to the 
security policy database cache, (col. 7, lines 8-38; col. 19, line 29-col. 20, line 66; col. 
21, lines 20-61) 
As per claims 24 and 34: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Twomey further discloses wherein if the signatures are 
exhausted, the method further comprises: searching a security policy database to locate 
the proper operation for the packet and to locate the correct security associations (Sas) 
to apply to the packet; and inserting the located correct SA as a cache entry into a SPD 
cache, (page 3, paragraphs 33-34; page 4, paragraphs 41-44 ; page 5, pargraph 52; 
page 7, paragraphs 73-76). 
As per claim 25 and 35 : 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein packet processing 
determines if the signature equals zero, and if zero, the packet processing sets the 
signature to another, non-zero value, (col. 18, lines 1-44) 
As per claim 37: 
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Robins teaches a network forwarding device comprising: at least one physical 
interface; (col. 2, line 20-col. 3, Iine14; col. 5, lines 43-65) a framer; (col. 2, line 20-col. 
3, Iine14; col. 5, lines 43-65) a network processor; (col. 2, line 20-col. 3, Iine14; col. 5, 
lines 43-65) a database cache to provide data to the network processor when 
processing packets, the database including: at least one primary table including 
signature values that indicate that a packet's SPD information may be in the cache; (col. 
2, line 57-col. 3, line 15; col. 7, lines 8-38; col. 19, line 29-col. 20, line 66; col. 21, lines 
20-61) and at least one secondary table including cache entries having a selector, flags, 
SA information and an operation to perform on the corresponding packet for which a 
cache lookup was made. (col. 2, line 57-col. 3, line 15; col. 7, lines 8-38; col. 18, lines 1- 
44; col. 19, line 29-col. 20, line 66; col. 21, lines 20-61) 

Robins does not explicitly disclose a security policy database cache; and a 
switch fabric. Twomey in analogous art, however, discloses a security policy database 
cache; (page 3, paragraphs 33-34; page 4, paragraphs 41-44 ; page 5, pargraph 52; 
page 7, paragraphs 73-76) and a switch fabric, (figure 1, item 14) It would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
method disclosed by Robins with Twomey in order to store various security association 
parameters for use in processing packets, (page 3, paragraph 33) 
As per claim 38: 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. In addition, Robins further discloses wherein the interface is a media 
access controller device, (col. 2, lines 20-39) 
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9. Claim 42 is rejected under 35 U.S.C. 103(a) as being unpatentable over Robins 
et al. (hereinafter Robins) U.S. Patent 6,430, 184 in view of Twomey U.S. Publication 
2003/0131228 and further in view of England et al. (hereinafter England) U.S. Patent 
7,020,772. 

The combination of Robins and Twomey teaches all the subject matter as 
discussed above. Both references do not explicitly disclose a scratchpad memory to 
store the at least one primary table. England in analogous art, however, discloses a 
scratchpad memory to store the at least one primary table, (col. 7, lines 46-67) It would 
have been obvious to one ordinary skill in the art at the time the invention was made to 
modify the system disclosed by Robins and Twomey with England in order to provide a 
special memory that holds small items of data for rapid retrieval. 

Conclusion 

1 0. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Shewaye Gelagay 
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